ITPABHJIA
3a 0€30IIACHOCT HA JeNAaTa U YYCHHIUTE B
KOMIIIOTBPHATA MpPeXka B 1eTCKATA IPaJHHA, YYUJIHINETO U B HHTEPHET

Te3u npaBujia ca pa3padorenu ot JAbp:xkaBHaTa areHIUs 32 3aKPUJIa HA 1€TETO, B
naprabopctBo ¢ I'1aBHa jaupexkunus ,bopda ¢ opraHm3mpaHara mnpecTbIHOCT”,
HaumnoHnaneH meHTbpP 3a 0Oe3omaceH MHTepHeT, MHUHHMCTEPCTBO HAa 00pPa30BaHHMETO H
HaykaTa, PernonajiHo ynpaJjieHue Ha o0pa3oBanueTo — Codus-rpaa, pbKOBOAUTEIHN HA
oOpa3oBaTe/iHU MHCTUTYIUH 0T Cblo3a Ha padoToAaTe/IdTe B CHCTEMAaTa HA HAPOJHATA
npocsera B bbarapusi, CapyxeHneTo Ha IHMPEeKTOPUTE B CPEeAHOTO oOpa3oBaHue Ha P
bbarapus.

HenauTe Ha mpaBUJIaTa ca jia ce:

o rapaHTupa NpaBOTO HA /eTeTO/y4eHHIUTe Ha [J0CTbI A0 MOAXOAALIA
uHpopMaNs U MATEPUATH B MpPeKaTa;

o OCHIIECTBH NMpPeBEHLHMs W CHHTEe3MPa HA eIHO MsCTO HMHpopmamusTa 3a
ONACHOCTHUTE B HHTEPHET;

o NPeI0CTABAT KOHKPETHHM HACOKHM 3a 3aKpHJia HAa JeTeTo H 0e30macHo
MoBeJIeHNe B KOMIIOTHPHATA MPeKa B 1eTCKATA IPaJHA U B YYWJIHIIE U B HHTEPHET;

o no00pu KOOPAMHAIMATA M OTTOBOPHOCTHTE HAa YYACTHULIMTE W/MJIH

BCHYKH 3AUHTECPECOBAHU CTPAHU.

OTroBopHOCTTa 3a TapaHTHpaHE MpaBaTa Ha JeraTa 1 3alliTa Ha TEXHUTE UHTEPECH €
CIIOJICTICHa OTTOBOPHOCT MEXKAY CEMEHCTBOTO, OOIIECTBOTO M IIbp’KaBara, 4pe3 HEHHUTE
OpraHu W WHCTUTYIIMU. BBIpeku ToBa, Ta3u OTTOBOPHOCT € pa3mpeesieHa, KaTo TS ce Imaja
MIPUOPUTETHO HA CEMEUCTBOTO, MO-CHEIIUAIHO HA POJAUTENIUTE, HACTOMHUIIUTE, TONICUUTEIIUTE
WU JPYTHUTE JIWIA, IPU KOUTO JIETETO € HACTaHEHO, TOraBa KoraTo € Omiia nmpeanpuera Mspka
3a 3aKpuiia Mo OTHOIIeHHE Ha Hero. OTYUTallKu TpyJoBaTa aHTAXUPAHOCT HA POJUTEINTE, B
HSKOW OT CIIyYauTe W TPYJHOCTUTE, KOUTO M3MUTBAT B OTTJICKIAHETO W BBH3MHUTAHHETO Ha
JIETETO, B OCHOBOIMOJIAraliysl MEXIYHApOIEH aKT 3a mpaBaTa Ha jAerero KoHBeHUMsTa Ha
OOH 3a mpaBara Ha I€TETO, KaKTO W B pPeAWIla HOPMATUBHU AKTOBE OT HAIIMOHAIHOTO HU
3aKOHOAATENICTBO, € TOCOYCHO KakK OOIIeCTBOTO, COIMATHUTE H O0O0pa30BaTEITHUTE
WHCTUTYIIUH, U JbpKaBaTa U3MBJIHIBAT TE3W CBOM OTTOBOPHOCTH 3a OKa3BaHE Ha aJIeKBaTHA
MOAKpENna Ha CEMEHCTBOTO, 3a 3aKpWiia Ha JETEeTO W 3a 3alluTa Ha HEroBUTE IpaBa U
WHTEpECH.

CeriacHo KonBenumsra Ha OOH 3a mnpaBara Ha [€TETO, POAUTEIUTE HMAT
IIBPBOCTENICHHA OTTOBOPHOCT 3a OCUTYpSBAHE BHCIIMTE WHTEPECH HaA JCTETO Ja Obaar
I'BPBOCTENIEHHO CchoOpakeHue. PoxurenuTe wim, cropes ciiydas, 3aKOHHUTE HACTOWHHIIH,
MONEYUTENIM WIM JPYrd JIMIA, MPU KOUTO JETETO € HACTaHEHO, HOCAT OTTOBOPHOCT 3a
OTIJICK/IAHETO U PA3BUTHUETO HA JIETETO.

JbpxaBara, upe3 HEHHUTE OpraHu, TPsAOBa J1a MpeaTprUeMe TOAXOASAIIN CTHIIKH, 3a Ja
MOAKPENHU POAUTEINUTE MPU U3IIBIHEHUETO HA TEXHUTE OTTOBOPHOCTH. AKO HSIKOU POAUTENN
HE MOTaT WJIM C€ 3aTPyAHSIBaT, TO B TE€3W CiIy4yau CE€ HAMECBAaT OTTOBOPHUTE IbpXKAaBHU
WHCTUTYIIMH, 32 Ja OCUTYpST CIa3BaHETO Ha IMpaBaTa Ha JIETETO MU 3aJ0BOJISIBAHETO Ha
HETOBUTE HYXXIU. 3abJDKCHHE Ha Jbp’KaBaTa € OCUTYPSIBAaHE PAa3BUTHUETO HA WHCTHUTYIIUH,
3aBeleHUsT W YCIyrH. B Ta3u Bpb3ka poysiTa Ha OOpa30BAaTEIHUTE WMHCTUTYIIMH €
M3KJITIOYMTETHO BaXKHA M KJIFOYOBA. 1€ MOTar Ja JOMpUHEcaT 3a 00yYEeHHUETO U MPEBEHIUATA
Ha PUCKOBETE HE CaMO Ha JIellaTa, HO U Ha POJUTENIMTE, KaTO MO TO3U HAYMH MOTaT Jia UMar
JIBOMHA TI0J13a 3a Jienara. B Ta3u mocoka HACTOAIIMTE MpaBuia, JaBaT OCHOBHH ITO3HAHUS 3a
OMAacCHOCTUTE, KOUTO KPHE BHUPTYAIHOTO IMPOCTPAHCTBO C II€JI OCUTYPSIBAHE 3aKpuiiaTa Ha
JIETETO OT BPEIHM 3a HEro nH(opMaIys, MaTepuaii U KOHTaKTH.




OcHOBHHTEe NMPUHIMNH 32 paboTa B KOMIIOThpPHATa MpEXa B JIETCKA TpajJnHA H
ytmnmue B I/IHTepHeT ca.

1. PaBeH nocThI Ha BCUYKH €A U YICHUIIH;

2. 3ammra Ha Jerara ¥ y9eHUIUTE OT BPEIHO WM HE3aKOHHO ChABP)KaHUE U
nH(popMalus KaTo: caMOHapaHsBaHE, ThPTOBHs C HAPKOTHUIIM, Xa3apT, MpoNaraHaupaHe Ha
BpEIIHU M ONACHHU HABUIM U JACUCTBUS KAaTO aHOPEKCHs, OyIuMHus, mopHOrpadusi, ToIeprupaHe
Ha pa3auvyHu JOopMH Ha HACHWIIME, MPOMOBSIBAHE HA TEPOPHU3BM, €THHUYECCKA U PEIUTHO3HA
HETOJIEPAHTHOCT, CAMOYOHUICTBO U JP.;

3. 3aunTaHe U 3alIMTa HA JTUYHATA HETIPUKOCHOBEHOCT;

4. TloaroroBka U KOHTPOJI HA JIellaTa M YICHUIIUTE 32 O€30MaCHO H OTTOBOPHO
OBEACHUE OHJIANH,

5. ChTpyAHHYECTBO B AyX Ha TOJIEPAHTHOCT M JOOPOHAMEPEHOCT MEXKIY JeTcKara

rpaJiiHa/yIUIHIIETO U POAUTEIINTE/HACTOWHUIIUTE.

KommoThpHaTta Mpexka B JeTCKa TpaJdHa ¥ YYWIHIIE C€ U3IO0JI3Ba B
MeJarornYecKUTe CUTYaIlMi U y4eOHHM YacoBe caMo 3a oOpasoBarenHu nenu. L[smara mpexa
oOxBalia KOMITFOTPUTE, CBBP3aHH C KaOCITHW W/WiH O€3KMYHU BpPB3KH, CHUTYHPAHU B
KOMITIOTEPHHUTE KaOWHETH, 000pYABaHHU KJIIACHU CTaWl M aJMUHUCTPATUBHUTE IMOMEIICHUS Ha
oOpa3oBareHaTa UHCTUTYIUS, KAaKTO U YCTpoHcTBaTa (MIEPCOHAIIHU CMApT(OHH, JIAITONU U
TabyeTH) ¢ OE3KUYCH JOCTHII 10 HHTEPHET.

JenaTa U ydeHHI[UTE UMAT MIPABO Ha!

1. PaBen nocthn 10 MpexaTa Ha oOpa3zoBaTelHaTa MHCTUTYLIMS, C U3KJIIOUEHUE Ha
KOMITIOTPUTE B aIMUHUCTPATUBHUTE TIOMEITICHHSI.

2. Pabora ¢ ycTpoiicTBara (KOMITIOTPH, JIATITONHU U TaOJETH) B MpeKarta ¢
MOJIKperaTa Ha MeJarorndecku CreHaucT.

3. OOyuenue 3a 6€30mMacHO U OTTOBOPHO MOBEJICHNE B MpeXaTa Ha oOpa3oBaTeHaTa
WHCTUTYIUS U B HHTEPHET.

4. HWudopmanus 3a mpaBuiaTa 3a padboTa B MpeKara.

5. Curypna mudpoBa cpena B IeTCKaTa rpaJiiHa ¥ YUUIHIIETO.

6. Ilos3BaHe Ha MOOWIIHUTE CH YCTPONCTBA M3BBHH yueOHUS MpoIiec (MMOYMBKATa U
MEXIy4acusTa), a Mpu U3PUYHO YKa3aHHE HA YYUTE]I — U B yuyeOHHS dac/menarormdeckara
CUTYyalus 3a HeJUTe Ha y4eOHuUs poLiec.

BAYKHO! IlpaBunara 3a 6e3onacHa paboTa B HHTEPHET, KOUTO JIeIaTa U YUYCHUIIUTE
Ca 3aABbJDKCHHU Aa CIia3BaT, CC IIOCTAaBAT Ha BUJIHO MJICTO B O6paBOBaT€JIHaTa HWHCTUTYI WA,
KAaKTO U B KOMIIOTbPHUTE KaOMHETH, TaKa M Ha caiiTa Ha JeTckaTa rpajuHa/yuunuiiero. B
Ha4YaJIOTO Ha yqe6HaTa rognHa 1[I0 IIoAXOHOdAIll Ha4YMH BCHYKHM J€la W TEXHUTC
POIUTENN/HACTOMHUIIM/TIONEYUTEN C€ 3alo3HaBaT C TAX. llemaro3ure mNEpUOAMYHO
HAIIOMHAT 34 TAX U 34 CUTYPHOCTTA B MHTCPHCT B NOAXO AN (bOpMPI u ,Z[GﬁHOCTH, B KOUTO C€
BKJIIOUBAT JIe11aTa/yYeHULIUTE U POJAUTEIUTE UM.

Yact |. OTroBopHOCTH Ha PHKOBOAUTEINTE HA 00Pa30BaTeIHUTE WHCTUTYIHH,
Ha npodecHoHaTHCTHTE, padoTem ¢ AeHa U ¢ HHPOPMAIHOHHO-KOMYHHKAIHOHHHI
texHosorun (UKT)

JlMpeKTopbT Ha JeTcKaTa rpaguHa/yauIHIIeTo:
1. Opranusupa AeHOCTTA [0 U3MBJIHEHUETO HAa TE3U MPaABUJIA, U OCUTYPSBA JOCTHI
70 KOMITIOTbpPHATa Mpexka, €(PeKTUBEH U MOCTOSHEH KOHTPOJ, IIAHMPAHETO Ha MEPKH IO




OpraHu3alysiTa 3a Cra3BaHe Ha MpaBuiaTa 3a paboTara Ha Jierara U yYeHULIUTEe B Mpexara u
3alUTa OT BPEJHO WIIM HE3aKOHHO ChIbPKAaHUE B MHTEPHET.

2.  OcwurypsiBa Ipu TEXHHMYECKa Bb3MOXKHOCT IIpOCIieisiBaHe Ha Tpaduka,
OCBILECTBSIBAH YpE3 MpekaTa Ha 00pa3oBaTeIHaTa MHCTUTYLIMSL.

3. [Ilpu koHCTaTHpaHe Ha cilyyal Ha KHOEPTOPMO3, HE3aKOHHO ChABPKAaHUE U
MOBEJICHNE B MpexaTra Ha oOpa3oBaTelHAaTa MHCTUTYLMS H/WIM B HHTEPHET YyBEIOMsBa
He3a0aBHO KOMIIeTeHTHUTe opranun — Jupekuus ,,ConmanHo moAmomMaraHe”, 1o
MecronpeOuBaBane Ha feTeTo U [maBHa mupeknus ,,bopda ¢ opraHuzmpanara mpecTbIHOCT
crienuanu3upanuar otnen ,,KubepnpecrenHoct Ha MBP. B Te3u ciaydan oka3Ba HYKHOTO
ChICICTBUE HAa KOMIIETEHTHHUTE OpraHM C LeJI YCTaHOBABAaHE Ha W3BBPLIMTEINTE H
IpearprueMa MEpKH 3a NMPOTUBOJCHCTBUE M IPEMAXBAaHE HAa CHOTBETHOTO ChIBPKAHUE OT
Mpexara Ha oOpa3zoBaTeHaTa MHCTUTYLMsL. Moke J1a ojyyaBa U KOHCYJITAHTCKa ITOMOILl OT
Hanmonanuus nenTsp 3a 6e30maceH HHTEPHET.

4. OpraHuzupa B Ha4aJIOTO Ha BCsAKA yuyeOHa ro/iMHa 3all03HAaBaHe Ha JenaTa u
YUEHHIIMTE ¥ POJUTEINTE/HACTOMHHUIIUTE ¢ IpaBuiarTa 3a 0e3omacHa paboTa B Mpexara.

5. OcwurypsiBa OTTOBOPHO JIUIIE (CITY)KUTEI WINA HAaeT BBHHIICH CIICIIHAINCT), KOCTO J1a
U3ITBJIHSABA (PYHKIMUTE HA CUCTEMEH aJIMUHUCTPATOP.

YuuTenuTe, NEAArOrM4ecKUTe CeNMaJIMCTH U PHKOBOUTEINTE N0 HANIPaBJIeHHe
HUKT ca nupxeu aa:

1. PasscusBar npaBuiaTa 3a 6€30MacHO U OTTOBOPHO MOBEIEHUE MpH padoTa B
Mpexara Ha 00pa30BaTeIHaTa MHCTUTYLMS U B UHTEPHET.

2. OcplecTBABaT NOCTOSHHO HAOIOCHNE H KOHTPOJ BbpXY paboTara Ha Jenara u
YUEHHMIIMTE B MpeXaTa Ha 00pa30BaTe/IHATa MHCTUTYLIUS B y4eOHO BpeME.

3. [Ipennpuemar He3abaBHU MEPKH 32 IPEyCTAaHOBABAHE HA JOCTHIIA HA Jie1iaTa 1
YUEHHIIMTE 10 HE3aKOHHO U BPEAHO ChIbp)KaHUE B MpeXkKaTa.

4. YBenomsBaT He3a0aBHO AMPEKTOPA HA JIETCKATa IPaJuHa/yqHIUIIETO MU
HapylllaBaHe Ha MpaBuJIaTa, ClIy4ad Ha KUOepTOPMO3 MIIU IPU YCTAaHOBABAHE HA HE3aKOHHO U
BPEIIHO ChIbPXKAHHUE WM TIOBEJCHNUE B MpEXKaTa.

5. OkasBar mojkperna Ha jieria ¥ Y4eHUIIM — 00EKT Ha KHOepTOpPMO3, upe3
I'bPBOHAYANIHA TICHXOJIOTHYECKA IOJAKpena OT YYMJIMIIHHUS ICHUXOJIOT, Ype3 pasroBOp OT
CTpaHa Ha MeJaror B IeTCKaTa rpaJilHa 3a CHUYKaBaHe Ha HAIIPEXEHUETO y JETETO.

6. Curnamusupar npu HeoOxoaumoct dupexius ,,CoruanHo moamnoMarane mo
MECTO)KMBEEHE Ha JETeTO/yuyeHHMKa C IeJl OLICHABAaHE Ha HyXJaTa OT HAaCcOYBaHE KbM
COIIMAJIHU YCIIYTH 32 OKa3BaHE Ha MOCIe/IBalla MOIKpera.

CHCTeMHUSIT AAMUHUCTPATOP (CIYXKUTEN B 00pa30BaTEIHATA UHCTUTYLIHS WIJIH HACT
BBHHIIICH CITEIIUAIIUCT):

1. OcurypsiBa obmara 6€30MacHOCT U (PYHKIIMOHATHOCT Ha Mpexara.

2. Ilpeanara u mpuiara MepKu, OrpaHd4aBally JOCThIA HA JelaTa U yYeHUIUTE 10
BPEHO WJIM HE3aKOHHO CBhIbpKAHUE U TOBEJACHHE B HHTEPHET B CHOTBETCTBHE C
JEHCTBAIIOTO 3aKOHOIATEICTBO Ha Penybnuka brarapusi.

3. H3BBpiiBa nmeproaudeH Mperie]] Ha KOMIIOThbpHATa Mpeka Ha oOpa3oBareHaTa
MHCTUTYIUS 32 HAJIWYUE HAa BB3MOXHM 3allJlaXd U PUCKOBE 3a CUTYpPHOCTTAa Ha Jeuara u
YYEHUIIUTE TIpU paboTa B UHTEPHET.

4. Cnenu Tpaduka, OCBHIIECTBABAH Ype3 KOMIMIOThPHATA MpeXa Ha oOpa3oBaTesiHaTa
WHCTUTYIUSL.

5. Ilpennpuema He3a0aBHU MEPKH 3a MPEYCTAaHOBSIBAHE Ha JIOCTHIIA HA JleLaTa U
YYEHUIIUTE 10 HE3aKOHHO U BPEIHO ChIbPIKAHUE B MpEXKaTa.

6. VYBemomsaBa He3a0aBHO MUPEKTOpA HA JETCKaTa TpaguHa/yIWIUIIETO MPU CIydan
Ha KuOepTOpMO3, HapyllaBaHE HA MpaBWJIaTa WIM TPU YCTAHOBSBAHE HA HE3aKOHHO
ChIIbpKaHUE WM NIOBE/IEHUE B MpexKaTa.



7. CwppeiicTBa 32 YCTAaHOBSIBAHE HA U3BBPIIUTENIN HA KHOEPTOPMO3 U IpHIIara MEpKu
3a OrpaHMYaBAHE HA TAKUBA CIy4au.

Yacr I1. [IpaBa u 0TTOBOPHOCTH HA poaUTeIUTE!

Poaurtesaure nmart npaso aa:

1. TomydaBar nH(hopMaIUs 32 PUCKOBETE U 3aILTIAXHUTE 32 OE30MACHOCTTA Ha
TEXHHTE Je1a Mpu padoTa B MHTEPHET B IETCKATa IpaJlHa/yIHIINIIETO U BKBIIH.

2. bpaar cBoeBpeMeHHO HHPOPMHUPAHH, aKO JIETETO UM € 00EKT Ha KHOepTOpMO3 B
JeTcKaTa rpaguHa/yqyuiIuIeTo.

3. YdyacTBaT ChbBMECTHO C PBKOBOJICTBOTO Ha 00pazoBaTeIHaTa HHCTUTYIUS PH
paspelliaBaHe Ha BCEKM KOHKPETEH Ipo0iieM, CBbp3aH C HapylllaBaHe Ha MpaBuUiiaTa OT CTpaHa
Ha TEXHUTE JC1a.

4. VYdacTBaT ChbC CBOM MPEUIOKEHHSI B ONIPENICIISIHETO Ha MTpaBUiIaTa U MEPKUTE 3a
0e30macHO M3MOI3BaHEe HA MHTEPHET B JIETCKAaTa IpainHa/yqHIIUIIETO.

5. TMomywaT uadopmarus 3a HHPOPMAITMOHHO-CUTHATTU3AIIMOHHH TIIAT(HOPMHU KaTo
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com; www.safenet.bg;
www.facebook.com/bgcybercrime.

PoauTtesnnTe HOCAT OTTOBOPHOCT Ja:

1. TlomorHar Ha JI€TETO CH Ja U3rPajy YMEHHUS 3a OHJIAlH o0IIyBaHe U 0€301acHO
M3I10JI3BaHE HA MHTEPHET.

2. OcpliecTBABAT NOCTOSHEH KOHTPOJI 32 CUTYPHOCTTA Ha JIETETO CU B MHTEPHET.

3. IlposBsaBaT nHTEpec KbM aKTUBHOCTTA HA JIETETO CH B MPEXKaTa, BKIIIOYUTEIHO U
Ch3/1aBaHETO HAa NPOPWIN B COLMATHH MpPEXKH M PETHCTpPAllMd B CaWTOBE M MOOWIHH
OPWIOKEHHUS, KAaKTO W Ja pas3siCHAT TIOCIEJACTBHATA OT CBH3JAaBaHETO  W/WIH
Pa3npOCTPAHEHUETO HA ONPENIEICHO ChAbPKAHHE.

4. Ilpum ycraHOBsIBaHe, 4e€ IETETO UM € JKEpTBa HAa KHOEPTOPMO3, /]a CUTHATIM3MPAT Ha
otaen ,,KubepnpecrsnHoct” kbM [ maBHa qupekuus ,,bopba ¢ opranuszupanaTa npecTbIHOCT”
(http://www.cybercrime.bg/bqg), 170071 Llentnpa 3a Oe3omaceH HHTEPHET
(https://www.safenet.bg/), kakTo u MoraT aa MOTHPCAT chiackcTBUE OoT JJupekuus ,,CoruanHo
MOJIIOMarane* o MeCTOXXKMBECHE Ha JICTETO C IIeJl OKa3BaHEe Ha MCHXOJOTHYEcKa IOJKperna
Ha jeTeTo. B To3u ciyuail TpsaOBa nOa yBemoMAT? M MpEKTOpa Ha 0Opa3zoBaTeNHaTa
MHCTUTYIIHS.

5. CexpaHsBaT 3/IpaBeTo Ha JETETO, KaTO MPOCIeBaT BPEMETO 3a M3MOI3BaHe Ha
HUHTEPHET.

6. VYBemomsT qupekTopa Ha 0Opa3oBaTeNHATa MHCTUTYLUS, KOTaTO UM CTaHe
M3BECTHO, Y€ JIETETO UM € OOCKT Ha TOPMO3 OT JIPYro JeTe, ¢ KOETO € B €IHO M CBHIIO

YUWIHLLE.

Yacr Ill. O6mm npaBuia 3a 0e3omacHo oOuUIyBaHe B HMHTEPHET 3a jaelara W
ydyeHuure (aTanTHpaHu 3a TAX)

Karo nmere m ydyeHMK CBbM [UITBKEH Ja CIla3BaM CIIEIHUTE TNpaBwia. AKO ce

1 Or ctpana Ha ob6pasoBaTenHaTa MHCTUTYLHUSA CIEABA Aa OBIAT NPEANPUETH HEOOXOMUMHTE AeHCTBUS POAUTEINTE
Ja Ob/aT 3aM03HATH C TEXHUTE TpaBa M OTTOBOPHOCTH M C MpaBWiara 3a Oe3onacHa paboTa B MHTEPHET, KOUTO
JleliaTa u yYeHHIUTE ca 3aIbJDKEHH J1a Clla3BaT

2 YBeloMsIBAHETO MO3KeE 11a ObJie B YCTHA MIIM IMCMeHa (opMa, KaTo 3a IPEeNoYUTaHe € MMCMEHATA TAKaBa.


http://www.gdbop.bg/
http://www.cybercrime.bg/
http://www.spasidete.com/
http://www.safenet.bg/
http://www.facebook.com/bgcybercrime
http://www.cybercrime.bg/bg
https://www.safenet.bg/

3aTpyIHsABaM B TSXHOTO pa3z0upaHe, Mora Jia mojyda MOAKpPerna OT POAUTEI WK OT YYUTE, 3a
1a MU ObIaT OOSICHEHU

1. [la He naBam auuHa UH(OPMAIHS: UME, aJJPeC, Mapoia OT eJIEKTPOHHA IOIIIa,
npodua B collMagHa Mpexka, JHYEeH TelleOHeH HoMep, NeTcKaTa TpaauHa/y4rIHILeTO, B
KOETO yua.

2. Jla He maBam nH(pOpPMAIH 32 MECTOpadOTaTa WM JUYCH U CITy>)keOeH TenedoHeH
HOMEp Ha POJUTENUTE, HACTOMHHUIIUTE, OJU3KUTE, IPUATEIUTE, ChYUCHUIIUTE U MTO3HATUTE CH
0€e3 TAXHO pa3pelieHue.

3. [la He u3mparaM ¥ J1a He Ka4yBaM OHJIAIH CBOM CHUMKH M BHJea, 6e3 Ipeau ToBa
na € 00CBhACHO U B3€TO PEIICHHE C POAUTEIUTE MU.

4. Jla He u3MpainaM U J1a He KayBaM OHJIAH CHUMKH U BUJIEa HA TIPUSATEIH,
CbYYEHMIIH, POJHUHU, YIUTEH, OJIU3KU, TO3HATH U Jp., 6€3 Mpeau ToBa Ja € 00ChIACHO C THX,
a B CIy4yaWTe, KOraTo ce Kacae 3a MO IMPHITEIH, CbYYEHHIIH, Ja € ChIVIACYBaHO OT TAXHA
CTpaHa U C POJUTEIIUTE UM.

5. Jla He oTroBapsM M J1a HE OTBAPsIM MpHKaueHH (aiijoBe Ha €IEKTPOHHA I10IIa,
MoJlyueHa OT HEMO3HaT mojaTten. TS Moke Ja ChbIbp)Ka BUPYC WIM Jpyra 3JI0BpeIHa
nporpama, KosiTo Ja yBpeIu KOMIIOThbpa/Tenedona/rabiaera Uik Aa TO HANpaBU YSI3BUM 3a
BBHIIEH JOCTBII.

6. Ille ce nochbBETBaM C POIUTEIUTE CU/YUUTEN, IPEIH J1a CBAJIS MM HHCTAIMPaM
HOBa IIporpama/mpuiIoKEeHe Ha KOMITFOTBD, TelaedoH, TabJIeT, KaKTO U HE TIpaBs HUIIO, KOETO
MOJKE Ja yBpeIu KOMIIOThpPA WM Ype3 AaJCHO NEHCTBHE Jla ce Pa3sKpUAT JaHHM 3a MEH U
CEMENCTBOTO MH.

7. Hemara, KoUTO TIpaBsi B MHTEPHET, HE TPsIOBA /1a BPEAST HA APYTH XOpa UK J1a
NPOTHUBOpEYAT HA YCTAHOBCHUTE MPaBMIIa (4acT OT TAX Ca YPEICHU B 3aKOHH).

8. H3BecTHO MU €, ye € 3a0paHeHo J1a Ce U3IO0JI3BA UYXKJI0 TOTPEOUTEIICKO UME,
napoJja U eJIeKTpOHHa Mouia.

9. Jla He nmuIa M Ja HE KaYBaM HUILO, KOETO MOXKE Ja € OOMIHO WM YHU3UTEIHO 32
MEH WIH 3a IpYTH Xopa.

10. Heszab6aBHO nH(pOpMUpaM Bb3paCTeH (POAUTEIN, YUUTEN, AUPEKTOP,
MeIarOTHYECKH ChBETHHK), KOTaTO MOMAaHa Ha MaTepHak, KOUTO ME Kapar Jia ce YyBCTBaM
HEYJ00HO WJIM Ha MaTepHalid C BPEIHO WJIM HE3aKOHHO ChIbpXKaHHUE, KOETO MOXe J1a ObJe
nopHorpadusi, MPOMOBAABAHE HAa HACUIUME U TEPOPU3BM, ETHHUYECKA U PEIUTHO3Ha
HETOJIEPAHTHOCT, ThPrOBUS C HAPKOTHUILIHU, Xa3apT U Jp.

11. Jla He oTroBapsiM Ha CHOOIIEHHUS, KOUTO Ca OOWHU, 3aIJIAIIUTEIIHHA, HETPUITHIHA
WIM M€ KapaT Ja ce 4yBCcTBaM HeyaoOHo. MHdopmupam poauTenuTe CH/KIACHUS
PBHKOBOJIUTEIN, YYUTEI, AUPEKTOP, NEAATOTUIECKH ChbBETHUK 3a TaKHBA ChOOLICHUS.

12. Axo HsKOI Me 00MXJa WIM TOPMO3H OHJIAlH, He oTroBapsM. Jlokaaasam ro Ha
OTTOBOPEH BB3PACTEH (POIUTEIN, YYUTEIN, AUPEKTOP, EAArorTHYeck ChbBETHUK). Mora u cam
Ja JOKJIaJBaM, KaTo TOJaM CHUTHalI Ha CaMus CalT WIM Ha I[IOCOYEHHUTE aJpPECH:
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com;
www.facebook.com/bgcybercrime; www.safenet.bg u ro Giokupam. JfoOpe ¢ aa HampaBs
BeHara €KpaHHa CHHUMKa (CKPHUIHIIOT) HAa ChOTBETHHUS PasrOBOP WIIM ChIbpP)KAHUE KaTo
eJIEKTPOHHO JI0Ka3aTeJICTBO, KOETO IpeJaBaM Ha OTTOBOPEH BB3pacTeH (pOIUTEN, YUHUTEN,
JUPEKTOP, MEAarOrHIeCKH ChBETHUK).

13. BaumaBawm, koraro pasroBapsm B yat. [lomust nmpaBuiio Nel: ue xopaTa oHaiiH He
BUHAru ca Te3H, 3a KOMTO C€ MPEJCTaBAT M MOraT Ja ThPCAT onpeiesieHa MHpopMaius, ¢
KOSITO J]a 3JI0yNnoTpeOsAT ¢ MEH WiH ¢ apyrute xopa. IlpaBuno Ne2 e ue He mpaBs HUIIO Ha
JpyT 4YOBEK B MpexaTa, KOeTO He UCKaM Ja MU CE CIIyYd U Ha MEH.

14. Axo ce cnyun na nomnajgHa Ha HH(GOpPMaLUs WU IpYTro chAbp:kaHue B Mpexara,
KOETO He MU XapecBa WJIM M€ IUIallM MO HSKaKbB HAuWH, MOra Ja IojJaM CHUTHal Ha
JeHOHOoIIHaTa U Oe3ruiatHa Hanmonannara tenedonHa nwaus 3a fema 116 111, Ha otaen
,,Kubepnpecrsmnoct* na I'’JIBOIT (http://www.cybercrime.bg/bg), na I{eaTspa 3a 6e30macex
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MHTEpHET Ha ajxpec: Www.safenet.bg, winu Ha Texaus Tenedon 124 123, unu npe3 yar-mMoyna
Ha Www.safenet.bg .

15. Tps6Ba na He mpuUeMaM CPELIH C JIMIA, C KOUTO ChM Ce 3all03Hajl/a B UHTEPHET,
OCBEH ClIe[l ChITIACHeTO Ha poauTenute MU. [IoMHs, 4e XopaTa, ¢ KOWTO CE€ 3alo3HaBaMm
OHJIal{H, HE BUHArW Ca TE3H, 32 KOUTO ce mpeAacTtaBar. OnuTBaM ce BUHArMW Ja MpoBepsiBaM
Ja]Ti 9YOBEKBT OTCpEla HAWCTHHA € TO3H, 32 KOrOTO C€ MPEICTaBsi 4pe3 MpOBEpKa 10 UME,
UMEJI, CHUMKa M KOHTPOJIEH BBIIPOC, Ha KOMTO OM TpsOBajo na 3Hae OTroBOpa, aKo €
HaucTHUHA TO3U. [Ipu ChMHEHHUE MOXKE J]a TIOJaM CUTHAJ WU J1a TOTHPCS ChBET Mpe3 caiiTa Ha
LlenTbpa 3a 6e3omacen nHTepHeT WWw.safenet.bg.

16. M3non3Bam HacTpolkuTe 3a 0€30MACHOCT U 3allUTaTa Ha JIMYHUTE JaHHU Ha
COILIMAITHUTE MPEXKH, MOOMITHUTE MPUIIOKEHHS U Opay3bpuTe.

17. Wznon3Bam ¢yHKIUATA 32 Oe30macHO chpdupane. /la He mocemaBam cailToBe B
MHTEPHET, KOUTO Ca ChC ChbpPIKaHUE, HEMOIXOAAIIO 32 IETCKA ayAUTOPHSL.

18. M3non3Bam TpynHH (IBJITH, C TIABHU U MAJKH OYKBH, IU(PPH U CTICTIHATHA
3HAIM) U Pa3IMYHU 32 BCEKU CAlT maposiu.

19. M3non3Bam aHTHBUPYCHA MpOTpama, KOsITO ClieJIBa PEAOBHO Jie c€ OOHOBSBA.
3aeHO C OTTOBOPHHUTE BB3PACTHH (POAUTEIN, YUUTEN, AUPEKTOP), HMOIABbpPKAM IOCIECIHUTE
aKTyaJTM3WpaHU BEPCHH Ha BCUYKH IPOTPAMU M MTPHUIIOKCHHUS.

20. Axo mos3BaM 0oOIIM KOMIIOTPH, BUHATH TPOBEPSBAM AT ChbM U3JISA3BI/U3IIs371a
oT npoduia cH, clie]] KaTo CBBPIIM Yaca. B ciydaii, ye Hamepsl yCTPOMCTBO, HA KOETO IPYT
yUeHHK e padoTui, HO He € 3aTBOPHJI mpoduia cu, BegHara e u3isza 06e3 Ja mperiexaam,
MIPOMEHSM WM 100aBsM UH(pOopManus B mpoduiia my.

21. TpsabBa na UMaM MpeABUT, Y€ KOraTo MyOJMKyBaM HEBsIpHA M M30MaueHa
nHpOpMaIH 3a IPYT YOBEK, TOPH C sICHATa MHUCHII, Y€ TOBA € IIeTa, TOBA MOXKE J1a JIOBEIC 110
370ynoTpeda U 10 HEMPUATHU NMPEKUBIBAHUS 32 TO3U YOBEK.

CBbBETMU 3A 3IPABETO

3a 1a paboTUTE Ha KOMIIIOTHP, O€3 1a YBpPEIUTE CBOETO 3/IpaBe, peAyBail BpEMETO CH B
OHJIaMH U o(IaliH cpea, KaTo Cra3BaiTe CIEAHUTE MPaBHIa;

3A JJA HE YBPEJUTE 3PEHUETO CH:

3a 1a He yBpeaAUTe 3pEHUETO CH:
Pa3CTOSHUETO MEX/1y OUUTE K MOHUTOpA TPsiOBA Ja ObJIC OKOJIO MOJIOBHH METHD;

Pa3CTOSIHUETO MEX]y OUMTE U KJIaBUaTypara fa ObJe OKOJIO TIOJIOBUH METHD;
BBPXY MOHUTOpPA HE TPsOBa Ja Moraja Mnpsika cIbHYeBa CBETIINHA,;
He paboTH B CTast, KbAETO HMa CMECCHA CBETJINHA — CITbHUEBA U U3KYCTBEHA;

BPEITHO 332 OYHUTE €, aKO 3aJ] MOHHUTOpA JIa UMa TIPO30pel] Oe3 IOpH U 3aBECH;

A N NN

3a Ja OTIOYMBAT OYHUTE, OT BpPEME HAa BpEME OTMECTBAWTE IOrjiefa OT MOHHMTOpa H
MIOTJIeXK /1Al TIpe3 Mpo30pela Wi KbM Hall-laleyHust Kpail Ha cTasTa BbpXY JaJIedeH O0CKT;

v/ eIUH BT B TOJMHATA IPOBEPABAN 3PEHUETO CH NP OUeH Jiekap (0(TaaMoJIor).

IIpu padora ¢ kI1aBuarypara:
v’ He nperbBail KUTKaTa, KOraTo MHIIIEI;
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v/ CrbBaif JIEKO MPHCTUTE Ha PhKATa U OTITYCKail majera;

v 100pe € 1a M3MOo3Bal] KJIaBUaTypa ¢ KJIaBUILU, KOUTO Ca MO JIEK HAKIIOH.

IIpu padora ¢ MUIIKA:

v MUIIIKaTa TPsOBa 1a ObJe ¢ pa3Mepa Ha JJIaHTa;

v HE JIBFDKY MUIIKATa CaMo C Tajiera U MaJIKus IPbCT;

v [IOJI3BAM ITOIXOIAINA TOJI0XKKA 32 MUIIIKATA.

Mebeanre

v CTOMBT TpsiOBa jJa ObJEC HaA KOJENIa, C peryJupyeMa BHCOYMHA Ha CeJajkara H

oluerankara, KOsiTo TpsiOBa Ja OCUT'ypH Onopa Ha TpbOHAuHUS CTHJIO B 00J1acTTa Ha KPBCTA;

v 010poTO TpsIOBa Aa OBbJE CTAOMIIHO M YCTOMYMBO HA BUOpAIIUH.

CXEMA 3A YBEJIOMSBAHE B CJ1YYAW HA KUBEPTOPMO?3

CucreMeH aAMUHUCTPATOP
(CJ'Iy)KI/ITe.H WJIN BbHIICH
CIIEIIHAJIHCT)

Vuuren, Bp30UTATE,
PBKOBOJIUTEN
HanpasieHue UKT,
JTUPEKTOP, MEeIarornYeCKU

Hupektop

CHELHAIINCT

-

-

Otnen KubepnpecTbnHocT

Hanmonanna Ten. auHus 3a

TJIBOIT

www.cybercrime.bg )
teit. Ha LleHnTsp 3a
Oe3omaceH HHTEPHET
124 123
www.safenet.bg

neuna 116 111 J

Ponuren,
HACTOMHUK,
MOIEYUTE, IPYT
roJiaraiy Tpuxu

3a JIETETO

v

Hupexuuns
,,CoImairHo
nojmnomMarane’
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KPATBHBK PEYHUK U JOITBJIHUTEJIHHU CHbBETH:

KAUYBAHE U CIIOAEJSHE HA CHUMKMU — CHUMKY WA BUJEO HA JIE€TE, YUCHHK,
POIUTEN, YUUTEN, AUPEKTOP, MCUXOJIOI, PECYpCeH YUuTelsl, ONMU3KH, MPUATENN, MO3HATU WU
HETO3HATH JIMIA ca MMYOJIUYHO JOCTHIIHU W300paKEeHUSI B MHTEPHET, KOUTO MOTAT Jla ca KaueHH
OT POJUTEIINTE WIN APYTU WICHOBE HA CEMEMCTBOTO, NMPUATENIN, CbYYEHUIN U Ip. Te3Hu, KOUTo
ca TM CHOJCNWIN/KauMId B MHTEPHET, MOKE JIa MMaT M3IUI0 JOOpU HaMEpEeHHUs: KbM HEero/Hes.
Koraro ce kacae 3a CHUMKH, Ha KOUTO HE CT€ aBTOp, ChIIMTE HE MOrar Ja ObJaT MOJ3BaHU U
NOMyJsipU3UpaHu 0e3 ChIVIACHEeTO Ha TexXHUs aBTop. Ho TakoBa chIbp)KaHUE MOXeE Ja
HaKbpHBA JINYHOCTTA M JOCTOMHCTBOTO HA JMILETO. [[penopbunuTenHO € M0 HUKAKBB MOBOX Ad
HE C€ KayBaT CHUMKM Ha J€Te, 3a KOMTO MMa W HAW-MAJIKOTO CbMHEHHE, 4€ MOrar Ja My
HaBpeIAT U 0e3 HeroBo cbryacue. CHIOAEISIHETO Ha CHUMKHU € YEeCTO CpEIlaHO SIBJICHHE B
COILIMAJIHUTE MPEXH, 3aTOBa OCHOBHA MPENOpbKa € MOJA0OHM CHUMKH Ja CE CHOJCNAT caMo C
XOpara OT CIMCBhKA C NMPHUATEIN Ha YOBEKa, KOWTO MCKa J1a Kaud CHUMKAaTa, ¥ olle mo-goope —
caMo C rpynara Ha Hai-OJIM3KH MPHUATETH OT peayiHus )KUBOT. BakHO e, Korato ce CHHMa ChC
CMapT(QOH, J1a ce yBEpUTe, Y€ CHUMKHTE HE C€ KauBaT aBTOMaTHUYHO B MpoQuiIa Ha POAUTEINS WIN
neTeTo B caiitoBe kato MHcTarpam Hanpumep. B npodunure cu B connaiHuTe Mpexu TpsOBa 1a
CT€ CUT'YpHH, Y€ CT€ HACTPOMJIMU JOCTBIA IO CHUMKHTE CH TaKa, Y€ Ja CE BIDKIAT CaMO OT
npuarenure Bu. CpIIOTO ce OTHAacs M 3a HACTPOMKHUTE Ha OOJAayHH YCIYTH, B KOWUTO Ce
ChIBPKAT CHUMKH U HHPOpMALUs.

DAJIIIIMBU HOBUHMU - Co3natenute Ha GaIliMBA HOBUHU U3MOJI3BAT TPAAUIIMOHHN
MGHHﬁHH II0XBaTu 3a anBquaHe BHHUMAHHMCTO HaA YHUTATCIIA, HaHpI/IMep HpOBOKI/IpaH_II/I
3arjaBus, HO YCISIBAT J1a TO 3a0Jy[IAT W J1a TO HakapaT Ja MOBApBa, ye€ MHPOPMALHITA, KOSITO
YyeTe, € HICTHHCKA.

Kak na pa3no3Haem (ajmmmBUTe HOBUHM:

e [IpaBere pa3nuka MEXIy XyMOPUCTHYHHU U CEPUO3HU HOBUHAPCKHU CAUTOBE. 3aMUTANUTE CE —
MO3HaBaTe JIM MeausTa U uMare Jiu u noBepue? IIpoBepere manu 3aryiaBUETO, KOETO YECTO €
TPBMKO ¥ TIOMIIO3HO OTTOBaps HA ChIBPKAHUETO HA HOBHHATA;

e [IpoBepere nanu XypHAITUCTHT € MOCOUMI KOHKPETHO U3TOYHHUKA Ha UH(OpMALIUS UITH
unpopmanuara ce Oazupa Ha Apyra crartus. [IpoBepere nanu OCHOBHHST H3TOYHHK Ha
uHpopmalnug € JocToBepeH. Bunarm mornexxnaiiTe HayaloTo WM Kpas Ha CTaTHUATA, KbICTO
OOMKHOBEHO € TOCOYEH HM3TOYHMUKBT Ha MH(popMamus. AKo ce Kacae 3a WHpopMmanus, KOsATO
MPOM3NIN3a OT Abp)KaBHA MHCTUTYLMS, MpoBepeTe oduiManHaTa il cTpaHuna aanu ¢urypupa
Ta3u HOBHMHA WM MOTHPCETE EKCHEPT MO Temara OT AajJeHaTa UHCTUTYLHsS. AKO HE € MOCOYEH
W3TOYHHK, € PEIHO Jla Ce ChbMHSBATE B JIOCTOBEPHOCTTA HA HOBHHATA. B moBeueTo HOCTOBEpHU
MaTepuaid ce MocoYBa HauMHA HAa ChOMpaHe Ha MHGPOpMANMATA M aBTOpa Ha MyOJIMKaIHsTA.
[IpemopbUUTENHO € 1a ce CpaBHU HHPOPMAIUATA, aKO € MyOJIMKYBaHa B PA3IMYHU H3TOYHUIIH,

e AKo momajHeTe Ha cTaTus, MyOJMKyBaHa B HEMO3HAT 3a Bac OJor, a mHpOpMaIusiTa He €
TUpakupaHa HUKBJE APYyraje, TOBa € 3HaK, 4e HOBUHATa MOxe Ou ¢ (ammmBa. Bunaru Tepcete
U JIpyTd pe3ylTaTd 1o TemMaTa, a ako Te ca MajKo WIM HHUKakBH, M0-100pe He
pasnpocTpaHsBaiiTe HOBUHATA;

e [IpoBepere narata Ha MyOIUKALKATA, Thi KATO YECTO CTAPU U HEAKTyaJTHU HOBUHU CE
MycKaT KaTo HOBH.

OHJIAMH (KMBEP)TOPMO3DbT mpejcTaBisiBa M3MOI3BAHETO HA HHTEPHET 3a
HaHacsSHE Ha €MOLIMOHAJHA BpeJa BbpPXY APYrH xopa. TOpMO3bT B MHTEPHET MOXKE Ja UMa
pasnuunau ¢opmu. Toll Moke Ja MHHABa Mpe3 Pa3NpOCTpaHsIBaHE Ha TOIUTPABATCIIHH U
OOWTHY CHUMKH ¥ BUJICOKIIUIIOBE B CATOBE 3a CIOJETISTHE Ha BUACOCHAbPKaHUE KaTo Vbox7



u YouTube, cp3naBane Ha ¢anmmBu NPOPUIN ¢ OOMIHO ChIAbP)KAHUE B COLMATTHH MPEXKH
kato Ask.fm, ®elicOyk u MHCTarpam, KakTo ¥ B ChOOIIECHUS U M300PKCHUS B IPUIIOKEHUS
3a komyHukanus karo Ckain u BailObp, uiau B U3NpallaHeTO HAa OOWIHU CHOOIICHUS U
KOMEHTapH, B CHIIUTE CAUTOBE U TUIATPOPMH.

KPAKBATA HA ITPO®WUJI (xakHaT mpo¢u) mpeacTaBisBa MPUCBOSIBAHETO Ha
qy)XJ MOTpeOUTeNICKH Npodmil B COlMaiHa Mpexa, Iuatdopma 3a oOllyBaHe (Harpumep
®eiicOyk), eneKkTpoHHa moma Wik apyr caiT. Kpaxbara craBa Bb3MOXKHA 4Ype3 BIM3aHE C
MpaBWJIHATA TapoJia M HeWHaTa MOAMSIHA C HOBa W HEHW3BECTHA 32 YOBEKAa, Ha KOTOTO
NMpUHAUICKH TPoduabT. BB3MOXKHO € ciex Kpaxkbara mpoduiabT Jga ce HW3MoJ3Ba 0e3
3HAHHUETO W CHIIACHETO HAa MbPBOHAYAIHUS COOCTBEHUK. AKO Ha JIETE MO 3aIbDKUTEITHATA
3a MMOBEUYETO COIMATHH MPEKH BB3pacT OT 13 ronuHM (Ta3W BB3pacT € Takapa, 3alloTo I0-
rojsMaTa 4acT OT TMOIYJISIPHU COLMATHA MPEXH Ca aMEPUKAHCKH | MpaBUIIaTa 3a MOJI3BaHe ca
ChOOpa3eHH ¢ aMEPUKAHCKOTO 3aKOHOJATEJICTBO) C€ Ch3/aBa COOCTBEH Mpoduia BHB
DeiicOyK, MHOTO € BaKHO MpH M300pa Ha BB3pacT Aa ce uzdepe noj 18 rogwHm, Thil KaTo 3a
HEIBJTHOJICTHUTE MOTPEOUTENTN MMa BaKHU JIOITBIIHUTEITHA 3aIlUTH.

KPAXKBATA HA JIMYHU JAHHM e BuJ KOMOIOTBPHO NPECTHIIEHUE, IPU KOETO
ce mpuaoOMBaT YyXIW JIMYHM JaHHU C Led (UHAHCOBAa M3MaMa WM 3J0ymnoTrpeda KaTo
TerjieHe oT 0aHKOBa CMETKa, WM KaHIUAATCTBAHE 3a KPEIUT OT Uy>KA0 uMe. Ta3u ornacHoCT
10 TIPUHIIMIT HE 3acsra Mo-MaJKHUTe JIela, KOUTO HE MPUTEXKaBaT JUYHU JOKYMEHTH, OaHKOBH
CMETKM uiau Kaptu. Ho mpu TuitHeWxbpuTe Haj 14-ronMilHa BB3pacT TO3M PUCK CTaBa
aKTyaJleH.

OUIINHI' ATAKHUTE ca naii-pasnpoctpanenata ¢popma Ha VMHTepHET M3MaMa H
IIMPOKO H3MOJ3BaH TOXBAaT OT KOMITIOTHPHHU IMPECTHIIHUIM 3a IOJlydaBaHE Ha BakHA
uHpopmanua. ToBa mpecTbiieHHe ce Hapuya ,,¢ummer’ (,,phishing” — "3apubsBane”,
nponsiu3a ot fishing — pu6o0B), 3a1I0TO €IEKTPOHHUTE CHOOIICHHS, KOUTO CE€ pa3Mpainar,
ca KaTo ,,BbUIM~ C OCHOBHA LI€Jl MOJy4daTeIUTEe Jla C€ ,,XBaHAT Ha TAX IMOpaJH CBOSTA
HEOMUTHOCT M HEOCBEJOMEHOCT, KaTo UM OTroBopsAT. Ilpu QummHra wusmamHunuTe
pasmpainar eleKTpOHHA MOINa, KOSTO MPETeHINpa, Y€ UABa OT TOYTeHa KOMITaHUS U Ce
onmuTBa Ja yOedaw ToJydarens Ja Jajie BaKHA JIMYHA WIM (UHAHCOBA WH(OOpMAIIHSI.
EnekTpoHHOTO CHOOIIEHHE OOMKHOBEHO MOJH Ja CE€ M3NPATIT JIMYHU JaHHU U JaHHHU 32
0aHKOBa CMETKa B OTTOBOp WJIM Jia C€ BbBeIaT Ha yeOcalT, KbM KOWTO MMa Bpb3Ka. Te3u
JaHHY ca HAIIPUMEpP MOTPEOUTEIICKN UMEHA, TApOJId U HOMEepa Ha KPEAUTHH KapTH.

KAK CE IHA3APYBA BE3OIIACHO B UHTEPHET? Ilpenu na mazapysare ot
€JIEKTPOHEH Maras3uH, € IOJIE3HO Ja OObpHETe BHUMAaHME HAJIM4YHA JIM € MHpopMauus 3a
uMmero, agpeca W TenedoHa Ha ThproBena. He mpomyckaidiTe na mOpoBepuTe U Aalu
JOCTaBYMKBT € IOCOYMWJI M3PUYHO IPAaBOTO BM IO 3aKOH a ce OTKaXeTe OT MOpbuYKaTa B
pamkute Ha 14 nuu. Ilomesno Om Owio na mpoderere BBB (OPYMUTE OT3UBH OT JPYrU
NOTpeOUTENN, KOUTO BEYE ca Ma3apyBajy OT BBIIPOCHUS €IEKTPOHEH Mara3uH, KbM KOWTO cTe
ce HacOUMJIU. TBpProBembT € JUIbXKeH Ja Bu mHpopMupa 32 OCHOBHHUTE XapaKTEPUCTHKU Ha
BCSIKAa OT INpeAjaraHuTe OT HEro CTOKU U yciyru. Toil TpsbBa na mocoum TSIXHATa IEHA C
BKJIFOUEHU BCUYKHU JAAHBLU U TAKCH, KAKTO U CTOMHOCTTA Ha MOIIEHCKUTE NN TPAHCIIOPTHUTE
pasxoju, ako He ce BKIIOUCHHU B KpaiiHarta 1ieHa. Ha calita cienBa ma Ob/ie MOCOYEH HAUUHBT
Ha IUTall[aHe, TOCTaBKa M M3IbJIHEHUE Ha JIOroBopa. Baie mpaBo € 1a BbpHETE, 3aKyleHaTa
OT €JIEKTPOHEH Mara3uH CTOKa, aKo ce oKaxe AedeKkTHa. PexnamanusaTa cu 3a 1eeKTHa CTOKa
clieiBa J1a MpeIsBUTE B HAKOM OT OOCKTUTE HA THProBela, OT KOMTO CTe s 3aKymuiu. AKO
THProBeUbT YBaXKU pekiaManusTa Bu, B pamkuTe Ha Mecel TpsAOBa MM Ja PEMOHTHpaA
6e3mnaTHo 3a Bac cTokara niM n1a s 3aMeHH ¢ HOBa. B cirydaii 4e He ycree fa CTOpU €HO OT



ABCTC, CJICABA UJIM [Id HaMaJIM LICHATa, WM Ja BBPHCTC CTOKATa, a TOM Ja Bu BB3CcTaHOBH
3arraTcHaTa 3a HEd CyMa.

SAIUTA HA KOMITIOTBPHUTE MPEKH OT OITACHA EJIEKTPOHHA IIOIIA

1. He Tpsi6Ba na ce mposiBsSiBa MHUIIMATUBA 32 MOJy4YaBaHe HA UMEI MUCMa, HHTEpHET
CTpaHMIIM, KOMTO Ipeyiarat 0e3IulaTHU WM TUIATEHN YCIYTH U CTOKH, YECTO Mpeasaraiu aa
BU M3IPATAT MPOMOLIKH 10 e-mail. OTKaxkeTe TakaBa yciyra.

2. Nimelin ampechT ce crojaens camo npu Hyxaa. Korato ce mpemaBa mo eauH WA
ApyT MOBOJ, CE€ BHUMAaBa 3a CJIEIHUTE ABE HELA: I'bPBO A OpraHU3alUsaTa WJIN YOBEKBT,
KOUTO TI'0 MOJy4aBaT, Il€ BU M3IPATU HEXEJIAaH HMENJ; BTOPO, MOXKE JIM J]a CE Pa3umTa, 4e
UMEI aipechT HAMA J1a ObJe Ja/ieH Ha TPETO JIULIE.

3. He ce otBapsAT uMmeilnuTe B HexeNaHa noia. Hukora He ce oTBapsiiTe MpUKaueHU
¢aitnoBe B chOOIIEHUS OT HEMO3HAT U3Mpamiay. AKO He ce Io3HaBa UMETo B mosiero ,,OT”, He
OTBapsIiTe MpUKaYCHUS Baii.

4. AKo ce MoJlyuyd HEOYaKBaHO CHOOIEHHE ChC CTPAaHEH MpUKadeH (ailia OT mo3Har
u3Npamay, TO OM MOIJo Ja ChbAbpKAa BHUPYC. MHOro 3JI0BpeAHHM MporpaMu ce
pasnpocTpaHsBaT 10 BCUUKM KOHTAaKTH, KOUTO HAMEPAT B IOLIATa HA 3apa3eHUs] KOMITIOTHP.
TakuBa chOOIIEHHS Y€CTO UMAT CTpaHHA TeMa WM UMe Ha npukadeHus Qaitn. Yecto ToBa €
IIETOBUTO CHOOIIEHUE, HAChPUYABAIO IONydYaTeNs Ja BHIM KapTUHKA WM Ja TpoueTe
MpUKaueH TeKCToBH (aily. BuHarm wm3nckBaiTe NMOTBBPXKIAECHHWE OT HW3Mpaliava, Mpead 1a
OTBOPUTE CHOOIIEHUE UIIH MTPHKaueH (aiiia OT TaKbB BUI.

5. TlpoBepsiBa ce MBJIHOTO WME Ha NpukadeHus ¢ain. CKpUTUTE pa3MIUPEHHUS OT
uMeTo Ha ¢ailia mMorar aa 3a0nyIsaT 1a OTBOPUTE 3apa3eH INpHkKaueH (aiia oT umeiina.
Bunaru ce mposepsiBa Jald MMENN NMPHIOKEHHUETO IMOKA3Ba IBJIHOTO MME Ha IPUKAYCHHUS
¢aiin, BKIIOYUTETHO pa3lInpeHueTo. Bupycu u yepBen Morar zia ce ChabpKaT BbB (ailiose,
KOUTO M3MJIeKAT KaTO KapTHUHKH, HallpuMep ¢ pasmmpenue .jpg. Ho e Bp3MOXKHO aa umat
CKpPUTO pa3lIMpeHHe, KaTo .eXe WM .vbs KbM HMeTo Ha (aiiina, KOeTo O3HayaBa, 4e
IpUKaueHUT (aill He € KapTHUHKa, a Iporpama, KOsTO 1€ C€ CTapTHUpa, LIOM CE€ OTBOPH
npuKadeHus (ai.

6. BuumaBa ce c¢ (QammuuBuTe npeaynpexiaeHus 3a Bupycu. DanmmBuTe
NpeaynpexaeHus 3a BUpycH ca u3BecTHHU KaTo "hoaxes". ToBa e ¢anmmBo choO1IeHHE, KOETO
MOJIBEXJIa MMOTPEOUTENNTE J1a BSAPBAT, Ye ca MOIYYMUIM BUPYC M I'M HAaChpyaBa Jia MpenpaTsIT
MIPENYNPEXKACHUETO HA BCEKH, KOTOTO ITO3HABAT.

7. He otBapsiiTe wWMein, ChIbpKall HEXeNaHa pekiaama. Told Moxke na Obiae
M3IIOJI3BAH 32 MPEHACsSHE Ha BUPYCH M 4epBer. OT chOOpaKeHUs 32 CUTYPHOCT O TpsOBaIIo
Jla U3TpUBATe BCUUYKM PEKIAMHHU CHOOIIEHHMsS OT HENO3HAT W3Ipaliad BegHara, 0e3 aa ru
OTBapsiTe.

8. He ce wu3mon3Ba camMo e€IHAa TMONIEHCKAa KyTHs 3a BCUYKO. CHEUalucTUTE IO
KHOEPCUTYPHOCT MPENopPbYBAT J1a C€ OTKPUBAT HIAKOJIKO PA3IMYHH MOIIHU U JIa CE Pa3AeysT 1o
IIpeIHa3HAYCHHE.

9. N36sreaiiTe chIIo Taka Ja Mpenpamiare MucMa MEXAy HIKOJIKO Ballld MOIICHCKU
KYTHH.

10. He e mnpenopbuuTeNHO Ja ce€ TMpenpamiaT MUCMa /0 HSAKOJIKO YOBeKa
eaHoBpeMeHHO. OcoOCHO TakMBa, OT THUIIA - "MIpenpareTe ro 10 7 YOBEKa U IIe BU C€ CIIYIH
Helo xy6aBo" Uiy "moMorHeTe Ha O0JIHOTO MU JIeTe, KaTO MPEnpaTUTe TOBAa MUCMO Ha MHOTO
Xopa, €M KOM CH Ill€ MU JaJe 3a BCEKH 3 uMmeina 5 meHrta, HanpuMmep. Te3u mucma ce
pasmpocTpaHsBaT ¢ LeJl chbOMpaHe Ha JCWCTBUTENTHH HMMEWNT aJapecu, TbH Karo IpH
Ipernpaiase, KbM IMCMOTO ce 100aBAT aBTOMAaTUYHO U aJpPEeCUTe Ha MPEIHUTE MOJIydaTelu.
Cren HSKOJKO IperpamaHys, B €IHO TaKOBa IMHUCMO C€ ChOMpAT HAKOJIKO CTOTHULHM PEaHH
UMEI ajipeca, KOUTO CJIe]] TOBa ce MpoJaBaT Ha (GUPMHU 3a CIiaM.



11. Ako Bce mak McKare Ja MpernpaTUTe HAKaKbB TEKCT MM MH(OpMAIs, KOSTO CTe
MOJYyYHJIA, KOMTUPAWTE TEKCTA U 'O U3MpaTeTe KaTo HOBO nucMmo. He npenpainaiite npeaHoTo,
BBIIPEKH Y€ € MPUMaMIIMBO MO-JIeCHO. Taka 1ie mpeanasute mpusTeaIuTe Cu OT ObACH] CIIaM.

12. Ako mopaau HSKaKBa MPUYMHA JABPKUTE J1a MPENPATUTE OPUTHHATIHOTO MUCMO,
cinoxkete agpeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HUKOW OT MOJIyyaTeIUTe
HsSMa Ja BUOM aJpecuTe Ha ApyruTe moiydarenu. [IpuumHarta ga ro usmoss3BaTre HE € Ja
CKpHETE MOIy4YaTeIUuTe eIMH OT JIPYT, a Ja TH MPEANa3uTe, B caydail ue agpecHaTa KHUATA WIN
€JIEKTPOHHATA TOLA HAa HSAKOM OT TAX CTaHe JOCThIIHA Ha crnaMm-00T (Hampumep nopaau
BUPYCHA WH(EKIHSI Ha KOMIIOTHPA MY).

13. Tleuan6a ot morapus: He cTe crneuenmin. CaMmbpuTe HU3MOJ3BAT HAM-pa3IMuHU
NpUMaMIIMBUA 3arjlaBus Ha TUCMaTa, 3a Ja HakapaT MoJiydaTenst Ja TH OTBOpPH. MHOro
MOTpeOUTENN HAaUCTHHA OTBApAT MOAOOHM mucMma. Jlopu cien OTBapsHETO BenHara jJa Io
U3TPHUETE, CAMOTO OTBApSHE HA MHUCMOTO OU MOTJIO J]a TOTBBP/IH, Y€ aJ[PEChT € pEalieH U BUe
CT€ IO MOJIY4UJIIH.

14. OrnucBaHe OT OOJIETHH, 3a KOMTO HE MOMHHUTE Ja CTe ce 3amucBaid. Yecto
CpellaH METOJ], M3IO0JI3BaH OT CIlaMbpUTE 3a HAMHUpaHE HAa AKTUBHUTE MOIIEHCKU aJPECH.
W3mnpama ce OroeTHH ¢ JMHK 3a OTHHCBaHe (yX) OT mosydaBaHeTo My. OTmnmcBaiiku ce,
BCBIIHOCT MOTPEOUTENAT MOTBBPKJaBa, Y€ M3MOJI3Ba MOIIEHCKAaTa KyTUs, C KOETO BeJaHara
BIIM3a B CIaM JIUCTHTE. BMecTo na ce oTmucBate, OJIOKMpaiTe MOTydyaBaHETO HA MUCMa OT
TO3U aJipec.

15. He otBapsiiTe mucMa, KOUTO ca (UIIMHT aTaku. Haii-moOpusT HauMH na ce
3alUTUTE OT (PUIIMHT aTaKu € KaTO HUKOTa He OTBapsTe (UIIMHT MMCMa, HO YECTO € TPYAHO
Jla ce pa3no3Hae Koe MMcMo ¢ (UIIMHT aTaka. MoxeTe Ja TU pa3mo3HaeTe 1o:

¢ O0pswmienueto e "Dear Customer" wim "Dear User", a e Bamero ume.

¢ B mucmoTo mnuiie, ye akayHTHT B e Ob/1e IpekpaTeH B ciydai, 4e He MOTBbPIUTE
JaHHUTE cU He3abaBHO. /Hackopo cnambpute n3non3Baxa moxodeH moxsar korato Ckaiin ce
cpuHa 3a 1 neH. Pasnpoctpanuxa chOOIIEHUS, Y€ CKAWI I1e YMCTH HEAKTUBHH aKayHTU U CE
HCKaIlIe 1a Ce pa3npaTu choOIICHHE Ha TTOHE 15 moTpeduTes, 3a J1a ce J0KaXe akTUBHOCT./

e IMelnbT UIBa OT aKayHT, IPUJIMYAIL], HO HE €JHAKBB C TO3U, KOUTO U3I0JI3Ba
u3BecTHa GupmMa, OpraHuzanus 1 ap. AKO HE CT€ CUTYPHH Jalld MUCMOTO € (DUIIMHT WK HE,
Hai-mo0pe € Ja He OTBapsTe JIMHKOBE, KOUTO ca MyOJMKyBaHW B HErO, a Jia HalWIIeTe Ha
pBKa agpeca Ha caiiTa, KOUTO BU € HEOOXOIHM.

¢ AKO CTe MOJTYYHIIM TaKOBa MICMO, 32 TPEANIOYUTAHE € Aa OJIOKHpaTe aapeca, OT KOUTO
e u3npareno. Koraro ro 6mokupare, Bue naBate yka3zaHus Ha MOMIEHCKUST KJIIUEHT, Y€ TOBA €
craM U He TpsOBa ma ce nmpuema. [loBedero morpedburenu obave MpOCTO U3TPUBAT cliama U
TOU MPOABIKABa Ja UIBA B KyTHSATA.

Hacrosimnte mpaBmia ca pa3padoreHu ¢ orJej (opMupaHe Ha INOJUTHKH B
AETCKUTEe TPAAMHM M YYWIHIIATA, KOWUTO [a OPraHM3UpPaAT M3MO0J3BaHETO Ha
o0pa3oBaTe/IHHSI NMOTEHIHAJ KaKTO HA KOMIKIOTBPHATA Mpexka Ha o0pa3oBaTeHAaTa
HHCTUTYIUSI, TAKA U HA I100aTHATA MpexKa, B CbUeTaHHE ChC CHCTeMa OT MEpPKH 3a
CHT'YPHOCT M 0€30I1aCHOCT Ha JenaTa u ydeHunure. [lpuinaranero MM Ha NIPakTHKA LeIU
NMOBHIIABAHETO HA MH(OPMHPAHOCTTAa M JUTMTAJHATA TPAMOTHOCT HAa OOIIHOCTTA OT
Jiena, poANTeNH, YUIUTeIH, TUPEKTOPH U CIIYKUTETH. >

3 [TpaBunaTa ca chriacyBaHH M pa3pabOTEHH M C y4aCTHETO Ha eKCIEPTH OT oTaen ,,KubepnpecTbIHOCT KbM
I'maBHa qupeknus ,,bopbda ¢ oprannzupanaTa npecTbIHOCT | ¢ LleHThpa 3a 6e30maceH HHTEpHET.
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